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C y b e r  a n d  P h y s i c a l  S e c u r i t y  
f o r  T r a n s p o r t a t i o n  N e t w o r k s

#cybersecureITS



How Exposed are we today?
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Critical Infrastructure-
Transportation Systems Sector

What are the areas within the 

Transportation Sector?

#cybersecureITS
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Agencies With Knowledge and Assistance 
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NIST Framework Core
• Identify – Develop the organizational understanding to 

manage cybersecurity risk to systems, assets, data, and 
capabilities. 

• Protect – Develop and implement the appropriate 
safeguards to ensure delivery of critical infrastructure 
services. 

• Detect – Develop and implement the appropriate activities 
to identify the occurrence of a cybersecurity event. 

• Respond – Develop and implement the appropriate activities 
to take action regarding a detected cybersecurity event. 

• Recover – Develop and implement the appropriate activities 
to maintain plans for resilience and to restore any 
capabilities or services that were impaired due to a 
cybersecurity event.
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Traffic could be worse….
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“DOTs are traditionally built around building and
maintaining asphalt and concrete. That’s our bread
and butter,” said Alan Davis, an assistant state
traffic engineer for the Georgia transportation
agency who serves on a national panel researching
the best ways to prepare transportation systems
for cyberthreats. “But there’s also this other world
that operates that infrastructure. This world is a
new thing for a lot of DOTs.”

STATELINE ARTICLE April 24, 2018
By: Jenni Bergal
Topics: Business of Government & Transportation

https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/about/jenni-bergal
https://www.pewtrusts.org/en/search?topic=Business%20of%20Government
https://www.pewtrusts.org/en/search?topic=Transportation
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The traffic landscape is changing

Agencies are becoming more 
connected and prolific use 

of the internet and wireless 

Drivers & vehicles are more 
connected than ever 
before

#cybersecureITS

More traffic flow and more 
intelligence available on the 

roadways
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Challenges

• Cyber Secure ITS

• Protection of 
systems and secure 
data from attack 
and exploitation

• V2I networks

• Vehicle to 
Infrastructure is 
growing at an 
exponential rate 

• Assets in Cabinet

• Average of $30K+ in 
standard cabinets

• Interconnected cabinets

• Traffic cabinets contain 
direct access to critical 
infrastructure network 

• Network is state wide 

#cybersecureITS



Where some ITS Systems are Lacking

1) Network port security solutions, and the use of certificates to authenticate devices 
is not widely adopted

2) There does not appear to be widespread adoption of software/application 
whitelisting among TMC operators

3) The majority of TMC organizations have not performed a skills gap analysis to 
understanding the skills and behaviors of their workforce

4) The importance of patch management is not widely acknowledged

5) Multi-factor authentication is still lacking across many TMC systems 

6) TMCs need to implement routine incident response exercises

7) There is an identified shortage of dedicated versus consolidated IT staff for TMCs 
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Note: Information provided FHWA and USDOT



Am I Really Secure?
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Targets in an ITS cabinet might 
look like this…
Compliment of ITS International

“There is a cyber-war under way,” says Doug Couto, 
independent IT security consultant and a former chief 
information officer for the Michigan State 
Government.

“Cyber attacks numbering in the region of 750,000 
happen every day against the Michigan Government 
alone. There are vulnerabilities in traffic signals 
connected to the internet and risks associated with ITS 
software and hardware.

“When I was working for Michigan I could see all of this 
ITS technology being created and thought someone ought 
to pay more attention to built-in security. Systems are 
only as strong as their weakest link and people can find 
weaknesses and exploit them.”

#cybersecureITS



• 1.5-mile Secured Perimeter around 
Mercedes Benz Stadium suggested by 
DHS

• Secure all infrastructure and cabinet 
hardware

• Control Access in/out of Traffic 
Cabinets

• Enable System-wide security for 
Traffic Infrastructure and cabinets

• Advanced Monitoring Capabilities 

GA Dome-
Super Bowl

Securing ITS around the Big Game in ATL
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How ITS is growing
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Physical Access Control 
NEW SmartLock 8000

Smart lock Gen 3

#cybersecureITS
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Smart Key

Intelligent LockOld School

#2 Key



Intelligent Cabinet Lock – Access Control
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So what does this have to do with my 
ITS network

At the end of the day, no defense is impregnable against determined adversaries, 
cyberattacks and data breaches are inevitable. With this in mind, we have to have 
an effective alert, containment, and mitigation processes.

The principle of defense is to assume compromise and take countermeasures:

✓ Deploy sound physical security measures to prevent access to devices
✓ Quickly identify and respond to ongoing security breaches.
✓ Contain the security breach and stop the loss of sensitive data.
✓ Preemptively prevent attacks by securing all exploitable avenues.
✓ Apply lessons learned to further strengthen defenses and prevent repeat 

incidents.

#cybersecureITS
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What’s next for 2021
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Steve Bowles

Director IoT Operations

steve@360ns.net

770.718.7437

www.360ns.net

www.cybersecureits.org

#CyberSecureITS
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Notes

Executive order, May 12, 2021, President’s Executive Order on Improving the Nation’s Cybersecurity (EO 14028) enhancing security of 
the software supply chain. Following standards and other.

NIST as it relates to ITS and Transportation

Identify- where are potential threat vectors

Protect- access control, physical security, data security, server based centralized password management, securing access to 
infrastructure. Network security such as AAA, Authentication Authorization,  Accounting. Maintaining systems and updated software 
with SOP. Protect through software and physical access. Cabinet security to secure the edge with intelligent locks and keys.

Detect- utilizing detection software that monitor the profiles of network activity. We worked with GDOT using ICE to monitor format 
of traffic per port per device. This is similar to using antivirus software such as Malware for operators computers.

Respond- Plan for the worst and hope for the best. Ensure that configurations are standardized so that there is commonality across 
the network and ease of recovery. Have procedures in place to recover configurations and software platforms. Use server based
backup. Use a network change configuration and compliance management solution. Maintain firmware management and vulnerability
to eliminate potential threats.

Recover- Maintain high level of business continuity with config backups and system backups in order to minimize downtime and 
interruptions. City of Augusta, we implemented business continuity plan that automates backup that saves all configurations daily so 
that immediate recovery is possible.
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Notes: NIST Framework and statement

Cyberattacks are a serious threat to our economy and national security. Government 
agencies at all levels need to be able to detect, defend and respond to threats.

To address the growing cyber risk, the National Institute of Standards and Technology 
(NIST), in partnership with private sector industry, developed the Cybersecurity 
Framework (CSF), which provides a high-level taxonomy of cybersecurity outcomes and 
a methodology to assess and manage those outcomes.

How to improve security posture today.

National Standards- NIST, DHS-CISA, CIS center for internet security, NEMA, and many 
other federal and state agencies are at the ready to assist, guide and direct agencies as 
to the best practices for securing critical infrastructure.
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